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1. Introduction

Transbase® is running on Microsoft Windows-Vista without restrictions.
However, Vista's new User Account Control (UAC) presents some need for
adaptation in the structure of Transbase® installations. For current versions of
Transbase® these modifications have been integrated into the Transbase®
setup routines as far as possible. For older versions being still in use this paper
describes how an installation can be made compatible to Vista.

Actually, two aspects must be considered:

® First, UAC controls user privileges more strictly. In particular, standard users
by default do not have Administrator privileges and eventually are not
granted privileged actions. Administrators and Main Users, in contrast, by
default have those privileges, but are prompted interactively on each occa-
sion. As Transbase® usually runs as a service on SYSTEM account, no pro-
blems arise from that fact. However, running Transbase® utilities, such as
TBADM32, may run into problems.

® Second, Vista does no longer permit to write data into the Programs direc-
tory. Instead, each program should be split into read only data (\Program
Files) and read write data (\ProgramData).

2. Transbase® Versions older than V6.7

2.1. Installation Directories

As Transbase® usually installs into C:\ Program Files\Transbase and
under Vista no read/write access will be granted to this directory, the follo-
wing files must manually be moved to C:\ProgramData\
Transbase:

® dblist.ini, the list of all databases
® f.id, a file to administer database IDs
® |og, a directory to control distributed transactions
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Note that the folder C: \ProgrambData usually is hidden (non visible). In addi-
tion, one should make sure that the directory C:\ProgrambData)
Transbase is readable and writable by all users.

After having arranged this, the directory should look as follows:

Folders

Mare »

. Reference Aszemblies
. Transhaze

| dat
docu
migra
optree
scripts
. thjre
util

. Uninstall Information

Virtual Machine Additions

. Windows Calendar

.. Windows Collaboration

. Windows Defender

.. Windows Journal
Windows Mail

. Windows Media Player

.. Windows NT

. Windows Photo Gallery
Windows Sidebar

Microsoft

@uw| <« Local Disk (C) » ProgramData » Transbase »

v|‘-'f||Ss:.'r:F 2|

Mame Date modified Type Size
log 1/17/2008 9:28 AM  File Folder H
4 | dblist.ini 12/18/2007 4:12 PM  Configuration Settings 1KE
s B e 12/18/2007 413 PM 1D File 1KB

m

hidden foder

. Transhase readhwrite p,r'w‘aga for ransbase users

log
Users

Windows

Then, the configuration file TBWIN.INI which itself continues to reside
under C:\Program Files\Transbase hasto be modified as follows:

[ TBWIN]

TRANSBASE=C:\ Program Files\Transbase

TRANSBASE LOCAL=C:\ ProgramData\Transbase
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Note that writable files such as dblist.ini are located through the variable
TRANSBASE LOCAL or if not set through the variable TRANSBASE. In this
latter case, Vista falsely does not generate an error but relocates the path into
the so-called virtual store which however is not global but user-specific. The
typical path is:

C:\users\<user>\AppData\Local\VirtualStore\ProgramData\
Transbase

If those paths have been virtualized intentionally or by mistake, Transbase®
will be seriously confused.

2.2. User Account Control (UAQ)

The second problem with respect to UAC has to be dealt with as follows:

As Transbase® requires access to global objects (namely the shared memory
which holds IO buffers and is used to synchronize multiple Transbase® instan-
ces), Transbase® users must be granted the privilege to create and access those
objects explicitly.

We recommend that a user group named Transbase be installed which is
explicitly granted the right to create and access shared memory objects. All
Transbase® users should be assigned this group to grant them the required
privileges.

A new group named Transbase can be created under

Control PanelNAdministrative Tools\Computer Management\Local Users and

Groups\Groups

as shown in the following screen shot:
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B Computer Management
File Action View Help

e A

|__'I-|_:; Computer Management (Locall| pame Description

4[]} System Tools
EEJ Task Scheduler
@ Event Viewer
22| Shared Folders
4 P Local Users and Groups

P Administrators Administrators have ¢
I Backup Operat... Backup Operators can
& Cryptographic .. Members are authoriz
% Distributed CO... Members are allowed

§ toers J.'r F;;cnt Log Read... Members of this grou

| Groups K Guests have the same

@ Reliability and Perform: TS5 _JUSRS Built-in group used by

.7 Device Manager B Metwork Confi..  Mermbers in this groug

4 23 Storage '1".&; Performance L.  Mernbers of this grou
L= Disk Management P Performance M., Members of this grou

4 Services and Applications || ® Power Users Power Users are inclug
Services P_‘ Remote Deskto... Members in this group

@ WMI Control I Replicator Supports file replicatig

P Users Users are prevented fr

|.‘ETransbase Transhase users I

This new group should be granted the right to create and access global
objects as shown in the next screen shot:

= m
@.\jv‘ 21 v Control Panel » Administrative Tools ~ [ 43| Search £l
"Wy Organize ~ ~ [ Open
Name B Date modified Type Size
s {8 Computer Management 11/2/2006 153 P Shorteut 28
(&7 Dsta Sources (ODBC)  11/2/20061:52PM  Shorteut 28
Folders 0 desktop.ini 1/17/2008 1014 AM  Configuration Sett... 2KB
P Desktop | (8l Event Viewer 11/2/2006 153 PM Shortcut 28
| toibl 2} iSCSl Initiztor 11/2/2006 153 PM  Shortcut 2K8
Puiblic 3 73 Local Securlty Poicy | 11/2/2006 154 PM Shortcut 2K8
' ;Z;iuriﬂ E 4 Local Security Policy
1 08 oot o] 4 File Adion View Help
T Adrministrative Tools e 2EXE = HEE
:"* e e E T Security Settings Policy ? Security Setting
M Backup and Restore Cents || fd] 3 Account Palicies
3 BitLacker Drive Encryptior || 4 ;m Access Credential Manag...
@ Default Programs _3 Ty «ccess this computer fro..  Everyone, Administrators,Users, Backup Operators
@ Ease of Access Center S e e Act as part of the operatin...
4 Fonts 7 Secunty Options Al ot
&2 Nk and Seiarig e | Windows Firewell with Advanced Seci| | Adjust memory quotes fa... LOCAL SERVICE NETWORK SERVICE Administrators
& Parental Controls = Public Key Policies Allow log on locally Guest, Administrators, Users,Backup Operators
B o e TR aEaE | Software Restriction Policies Allow log on through Ter... Administrators,Remote Desktop Users
&l personalization &, IP Security Policies on Local Compute Back up files and directori.. Administrators,Backup Operators
B Power Options Bypass traverse checking  Everyone LOCAL SERVICE,NETWORK SERVICE Administrats
i Printers Change the system time  LOCAL SERVICE, Administrators
50 Programs and Features Change the time zone LOCAL SERVICE Administrators,Users
& Speee Rechiqnition Optic | Create a pagefile Administrators
) Sync Center g Create a token chiect
Bl Suetana b C = globa
ZW  Local Security Policy Daten Create permanent shared .
N\ Shorteut Create symbolic links Administrators
é Debug programs Administrators.
5 Deny access to this comp... Guest
o Deny log on as a batch job
o ‘ i vl i v
5
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Finally, users should be in group Transbase as well as in group Users but not in
group Administrator in order to avoid failures or being prompted interactive-
ly each time the shared memory is accessed.

Note that a Transbase® service by default runs under local system account and
has the rights necessary to access global objects.

3. Current Versions (from version 6.7 on)

The setup routines of Transbase® versions from 6.7 on correctly install
Transbase® into C:\Program Files\Transbase and C:\ProgramData
Transbase, including the extended TBWIN. INT settings.

Everything said above for UAC related issues applies here.
It remains the database administrator’s task, however, to assign users who

should be permitted to access Transbase® to the TRANSBASE group and to
check that they are not in the Administrator group.
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